extensively and easily than offline, and web hosts, Internet service providers and others take decisions about removing content, or set rules for communication and interaction online -effectively the privatisation of censorship. This coincides with the commercial pressure to harvest data that can invade privacy.
Privacy and freedom of expression can and do at times conflict. The desire to comment on, analyse, or write about aspects of people's private lives will always raise questions about where the boundaries should lie between what is public and what is private. These questions are especially relevant to questions of media freedom and media standards -and have been pored over recently during the Leveson Inquiry. At the heart of this debate lies the question of public interest, and whether, when and how invasions of privacy, which go beyond any agreed boundaries, can be justified. A related question is whether politicians or others who hold great power or influence in our societies are less entitled to a private life -or whether, rather, there is a greater public interest justification for investigating and reporting on aspects of their private lives.
The right to privacy is set out in Article 12 of the 1948 Universal Declaration of Human Rights, and the right to freedom of expression in Article 19 -these rights are also incorporated into regional human rights declarations, such as the European Convention on Human Rights (EHCR) (in Articles 8 and 10 respectively), and often into national law, such as in the UK by the Human Rights Act 1998. These twin rights are fundamental rights, not absolute rights -but any limitation on these rights should be necessary, limited and proportionate. Even in democracies, governments can too often reach for pre-set excuses, whether it is national security or public order, to censor or intrude where they should not -and often such behaviour in democracies is then used as a justification by more authoritarian regimes.
In this chapter, we set out some of the key challenges in defending and promoting the twin rights to freedom of expression and to privacy. We outline where they are most clearly under joint threat and attack, and where they compete with or complement each other. We look first at the twin rights in the context of press freedom, then at challenges to those rights in the digital world.
Press freedom
The British press often views privacy and free expression as competing rights. This debate is certainly not new, but has been brought into sharp relief by the News of the World phone-hacking scandal, which broke in 2011. Such was the public outrage at the serial breaches of privacy by journalists
